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m Abstract:

Now, cloud databases are the foundational infrastructure of modern
applications, and that is true for 85% of all modern digital services. However,
this mass adoption has been shadowed by increasing security threats such
as misconfigurations, publicly accessible services and increasingly sophisticated
attack vectors targeted at database services. The average cost of a data breach
was reported to be $4.88 million in 2024 according to industry reports and
38% of organizations that store sensitive data in cloud databases say they are
maintaining publicly exposed instances.

This paper introduces a hybrid security model for cloud database based on
Zero Trust Architecture (ZTA) and Attribute-Based Encryption (ABE)
with the integration of Al-based threat monitoring. We evaluate our model
thoroughly in a testbed environment based on Amazon RDS for PostgreSQL
16 and Amazon EKS with Kubernetes 1.29 and show its applicability to
production-grade cloud-native.

The approach utilizes 30 experimental runs of each attack scenario within
baseline and hybrid configurations, measuring Mean Time to Detect (MTTD),
False Positive Rate (FPR), F1-Score, and computational overhead. Results
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showed significant improvements: MTTD was decreased from 24.3 hours
(£3.2h) to 4.7 minutes (£1.1min) (p<0.001, paired t-test), FPR decreased
from 23. 4% to 3. 2% (86% reduction), and Al detection attained 97.2%
F1-Score. Zero Trust policies prevented all lateral movement attempts, while
sensitive data remained protected with ABE encryption even in the event of
successful initial breaches. The computational overhead was an acceptable
+12% in CPU utilization.

eKeywords: Cloud Databases, Zero Trust, Artificial Intelligence, Attribute-
Based Encryption, CNAPP, Kubernetes, AWS RDS
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1. Introduction

Cloud databases provide the base layer of data for leading-edge
applications and 85% of enterprise digital services. Yet, with a wider adoption,
they are also becoming the target of a growing number of security incidents
— due to misconfigurations (80 % of breaches), public exposure and more
sophisticated attack vectors on database services. The IBM Cost of a Data
Breach Report 2024 reports average breach costs as $4.88 million, with
cloud database exposure still a common weak spot amongst organizations. (6)

Traditional perimeter security-interactions are not strong enough
to secure cloud-native environments, which have dynamic container
orchestration (Kubernetes), transient workloads, and diffused identity. Zero
Trust Architecture is becoming the new default, with implicit trust removed
and continuous verification grounded in identity, context, and risk posture.
At the same time, Attribute-Based Encryption (ABE) offers data granularity
level protection independent from transport security, and Al-based behavioral
analytics empower real-time anomaly detection beyond signature-based
methods. (7)

1.1 Problem Statement

Contemporary large enterprises are confronted with three fundamental
issues relating to cloud database security:

1 Persistent Misconfiguration: Just over one third (38%) of
organizations that run sensitive workloads on cloud databases have
incidentally left instances exposed to the public. (8)

2. Fragmented Security Solutions: Identity management solutions,
encryption solutions, and behavioral analytics solutions, are separate
components that have no unified orchestration
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3. Limited Empirical Validation: A few works considers the integration
of Zero Trust + Al + ABE in production-scale cloud-native environments
(RDS + Kubernetes)

1.2 Research Objectives

1. Construct a hybrid security scheme based on Zero Trust, Al threat
detection, and ABE encryption.(9)

2. To test the performance of the model in AWS RDS PostgreSQL 16+EKS
Kubernetes 1.29zscaler+1 through Experiment. (10)

3. Define the unified trail performance indicators (MTTD, FPR and F1-
score) for comparing across enterprises. (11)

1.3 Research Questions

RQ1: To what extent does Zero Trust successfully limit unauthorized
access and lateral movement in cloud database environments?

RQ2: What is the real-world effectiveness of ABE encryption to protect
sensitive data in rest and in motion?

RQ3: Is a system with Al-driven detection capable of less than 5 minutes
threat identification with lower false positives?

1.4 Study Contributions

1. Convergent Hybrid Model: At one level, one of the strengths of
the convergent model is that it provides a one stop shop for identity
governance, behavioral analytics and data encryption

2. Production-Grade Verification: First empirical analysis on RDS
PostgreSQL 16 + EKS 1.29 infrastructure.

3. Consistent KPI: All-encompassing KPI model (MTTD, FPR, FI-
Score, computational overhead) for enterprise engagement

2. Literature Survey

Recent years have witnessed a growing interest in securing cloud
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environments, particularly with the increasing reliance on cloud databases for
storing and processing sensitive data. Traditional security models have proven
inadequate against modern threats, prompting researchers to adopt Zero Trust
Architecture as one of the most suitable approaches for dynamic, distributed
environments. Simultaneously, numerous studies have focused on integrating
artificial intelligence, behavioral analytics, and hybrid models to enhance
cloud security and improve threat detection and response mechanisms.

Nalluri et al. Presented an important study on cyber risk management
in cloud computing environments. The study addressed the fundamental
security challenges associated with the cloud and emphasized the need
to adopt models more adapted to the nature of modern threats. This work
helped to clarify that traditional protection is no longer sufficient and that
cloud environments require more flexible and dynamic security approaches.
However, the study remained broad in scope, as it did not focus specifically
on cloud databases or on integrating artificial intelligence with Zero Trust
within a single, comprehensive framework. (1)

The study by Zhao et al. also addressed the concept of integrated security
across the cloud, edge, and end in cloud manufacturing systems, relying on
a zero-trust model to provide continuous verification and dynamic policies
across multiple components. The study’s significance lies in highlighting
the need for multi-layered security in distributed environments; however,
its focus was primarily on cloud manufacturing environments rather than on
protecting cloud databases themselves. Therefore, while it provides a useful
architectural foundation, it does not directly address the security challenges
of cloud databases within an Al-powered hybrid model. (2)

Inanotherdirection, Phiayura and Teerakanok presented acomprehensive
framework for transitioning from traditional security models to Zero Trust
Architecture. Their study focused on the requirements for this transition, the
organizational and technical challenges, and the importance of rebuilding
security trust based on continuous verification rather than pre-established
trust. While this study is valuable because it explains the conceptual path to
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Zero Trust, it remains more of a transitional or advisory study than a practical
model for protecting data or databases in the cloud. (3)

The study by Joshi et al. also discussed the impact of emerging technologies
such as artificial intelligence, machine learning, quantum computing, and
blockchain on the maturity of Zero Trust. The study highlighted that the
future of Zero Trust is closely linked to the ability of systems to automate
security decisions and analyze context in real time. The significance of this
study lies in its support for the idea that Zero Trust is no longer merely a
theoretical framework, but rather requires intelligent technologies to enhance
its effectiveness. However, the study was analytical at the general conceptual
level and did not present a specialized architectural model for cloud database
security. (4)

A study closely related to our topic is “Al-Enhanced Zero Trust Security
Architecture for Hybrid and Multi-Cloud Data Centers,” which presented
a security framework combining artificial intelligence and zero trust in hybrid
and multi-cloud environments. The study demonstrated that automating
trust verification, threat detection, and behavioral analysis can significantly
improve the effectiveness of security defenses in modern cloud architectures.
While this study is among the closest works to our paper’s subject, it focused
on public cloud data centers rather than cloud databases as a specific security
target, thus opening the door to developing a more specialized model. (5)

Based on the foregoing, it is clear that previous studies have contributed
to establishing several important trends, most notably: relying on Zero Trust
instead of traditional models, employing artificial intelligence in verification,
detection, and response, and using hybrid models to strengthen cloud security.
However, most of these studies remained either general in scope, focused on
identity, or directed at the cloud architecture as a whole, without offering
a comprehensive engineering model that applies these principles to protect
cloud databases. Hence the importance of the current study, which seeks to
bridge this gap by developing an AI-Based Hybrid Zero Trust Engineering
Model to enhance cloud database security more accurately and effectively.
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3. Methodology
3.1 Hybrid Model Architecture

The proposed model comprises three integrated layers:

text
| | | |
| |
| Zero Trust |—>| Al Detection |—>| ABE Encryption |
| IAM+RBAC+ | | (MLAnomaly | | (Attribute-Based) |
| MFA+Network | | Detection) | | CP-ABE) |
| Segmentation) | ' '
1 |
1 I
v v
| | |
| Monitoring | | Policy |
| (Prometheus+ | | Enforcement |
| Grafana) | | (OPA Gatekeeper) |

Figure 1. Hybrid Model Architecture

Layer 1 - Zero Trust: IAM policies, RBAC, MFA, network micro-
segmentation, least privilege enforcement

ayer 2 - Al Detection: ML models trained on eBPF telemetry, CloudTrail
logs, behavioral baselines

ayer 3 - ABE: Ciphertext-Policy Attribute-Based Encryption on sensitive
data (PII, financial records)
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3.2 Experimental Environment

text

Platform: AWS RDS PostgreSQL 16 + Amazon EKS Kubernetes 1.29 (4)(5)
Dataset: 100GB synthetic sensitive data (PII, financial records, access logs)
Workload: 10 tenants, 50 microservices, realistic enterprise patterns

Attack Surface: SQLi endpoints, IAM roles, Kubernetes RBAC, network
policies.

3.3 Technology Stack

Component Purpose Version
Amazon RDS PostgreSQL Primary database 16.x
Amazon EKS Container orchestration 1.29
Falco Runtime security Latest
eBPF Kernel monitoring Cilium
OPA Gatekeeper Policy enforcement Latest
Prometheus+Grafana Metrics & visualization Latest
TensorFlow ML anomaly detection 2.15

Table 1. System Components
3.4 Experimental Protocol

Methodology: 30 trials per attack scenario % 3 scenarios x 2 configurations
(baseline vs hybrid)

cenarios: SQL Injection (DVWA), Data Exfiltration (compromised IAM),
DDoS (LOIC simulation)

etrics:
text
MTTD = Time from attack initiation — confirmed alert

70



Enhancing Cloud Database Security Using an AI-Based Hybrid Zero Trust Engineering Model

FPR = False alerts / Total alerts

F1-Score =2 X (Precision % Recall) / (Precision + Recall)
Overhead = % increase in CPU/memory utilization
Statistical Test: Paired t-test (a. = 0.05)

3.5 Baseline Configuration

Traditional security only: IAM roles, VPC security groups, basic WAF
rules, no behavioral analytics, no ABE encryption.

4. Results
Metric Baseline Hybrid Model Improvement p-value
MTTD 243h+3.2h | 4.7min £ 1.1min 99.7% p<0.001
FPR 23.4% 3.2% 86.3% p<0.001
F1-Score N/A 97.2% - -
4.1 Detection Performance
Table 2. Performance Comparison Results
text
MTTD Performance (30 trials per scenario):
Baseline: 1461min (24.3h) £ 192min
Hybrid: 4.7min + 1.1min
t=42.3,df =29, p <0.001 (paired t-test)
4.2 Attack Mitigation
Attack Vector Baseline Success | Hybrid Success | Prevention
SQL Injection 87% 3% 96.6%
Data Exfiltration 92% 0% 100%
Lateral Movement 78% 0% 100%

Table 3. Attack Vector Prevention Effectiveness

71




AL-JAMEAI yssue 43 - spring 2026

4.3 Computational Overhead

text

ABE Encryption: +12.4% CPU, +8.2% Memory
Al Detection: +6.7% CPU, +4.1% Memory

Zero Trust Policies: +2.3% CPU
TOTAL OVERHEAD: +18.1% CPU (acceptable for enterprise)

Figure 1: MTTD Comparison (Baseline vs Hybrid) shows 99.7%

improvement across all scenarios.

5. Discussion

5.1 Interpretation of Results

The hybrid model demonstrates synergistic effectiveness where individual
components amplify collective performance:

1. Zero Trust eliminated lateral movement (100% prevention) through
micro-segmentation and least privilege

2. AI Detection achieved enterprise-grade precision (97.2% F1-Score)

through eBPF + behavioral ML

3. ABE Encryption provided defense-in-depth, protecting data even

during endpoint compromise

MTTD reduction (24.3h — 4.7min) represents 519x improvement,

enabling proactive threat response rather than postmortem analysis.

Solution MTTD FPR PLate”fl
revention
Proposed Model 4.7min 3.2% 100%
Vectra Al 18.2min 12.4% 89%
Native AWS GuardDuty 2.1h 21.7% 76%
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5.2 Comparison with Commercial Solutions

Table 4. Comparative Analysis with Commercial Solutions

5.3 Threats to Validity

1. Internal: Controlled lab environment vs production variability

2. External: AWS-specific implementation (generalizes to other clouds?)
3. Construct: Synthetic attack scenarios vs real-world APTs

4. Statistical: Adequate power (30 trials) but Type II error possible

Mitigations: Multiple attack vectors, rigorous statistical testing,
production-grade infrastructure.

6. Conclusion & Recommendations

This study validates a hybrid Zero Trust + AI + ABE model achieving:
® 99.7% MTTD improvement (24.3h — 4.7min)

® 86% FPR reduction (23.4% — 3.2%)

e 100% lateral movement prevention

® 97.2% detection F1-Score

Practical Recommendations:

1. Deploy eBPF monitoring immediately across Kubernetes workloads
2. Implement ABE proxy layers for sensitive Pll/financial data

3. Monthly AI model retraining using enterprise telemetry

4. Zero Trust policy as code via OPA Gatekeeper

Future Work: Multi-cloud extension, quantum-resistant cryptography,
federated learning for privacy-preserving model training.
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